npaswun
MHPOpMaLLMOHHOMN
6esonacHocTH

rnaBHOE ynpaeneHue
Mo NPOTUBOLEUCTBUIO
KubeprnpecTynHocTu
KM MB[l Benapycu

KAY HE CTATb P iolv

MPECTYITHUKA

HAOEXHbIE NMAPOJIU

01

HEOBXOOWMO:

+ Co3paBaTtk NepcoHankbHele (YHUKaNbHbIe)
Naposiv K pasHbiM CepBucam

+ Micnonb3oBaTtk cnoXHbie naponu: MuHumym 10
CMMBONOEB, OAHOBPEMEHHO UM pPLl, CTPOYHBLIE
W NPOMWUCHBLIE CUMBO/bI, 3HAKK NYHKTYaUUu K
apyrve CMMBeosbl

+ [loBepATb TONLKO NPOBEPEeHHbLIM
MeHeXXepam naponen

BE30OMACHbIA WI-FI

HE PEKOMEHOYETCH:

Wcrnone3oBaTe NOBTOPEHWA CUMBO/OB
XpaHuTb Naponu Ha GyMaxKHbIX HOCUTENAX

Mcnonb3oBaTh B Ka4YecTBe Napons CBOW NOTMH
(WMA NonNb3oBaTens, yyeTHana 3anuch, HUKHERM)

CoxpaHATk Naposk aBTOMaTMYecKm
B Gpay3epe

icnonb3oBatb Guorpapuyeckyio
WHthopmauuio B napone

02

+ OTtknounTL 06LWKIA aoctyn K ceocein Wi-Fi
TOYKe, Aaxe eCcnn Yy Bac 6e3MMMUTHBIA
MHTepHeT

4+ WMcnonb3oBaThk HaAeXHblA (CM. BhILe) Naponb
pns goctyna kK sawen Wi-Fi Touke

+ .ﬂeaKTMEIL‘IDOBEITI: dBTOMaTU4eckKoe
noaknuyeHe CEOMX YCTDDHCTB K OTKPbITEIM
Wi-Fi Touykam

NMPOBEPEHHbIE EPAY3EPbI U CAUTHI

X [MepexoauTs No HENPOBEPEHHbIM CCbINKam

4+ Wcnonb3oBaTk cneuvansHoe nporpammHoe
obecnedyeHue (@HTMBUPYC, pacluMpeHie gngy
Opay3epa), 4ToObl M30eXaTe NoCeleHns
COMHWTENbHLIX CAWTOR

Beoantb CBOW NOrMH 1 Naponb AocTyna K
YYETHOR 3anucK (CTpaHuue) nnn cucteme
OaHKOBCKOro obCcny»XMBaHWA Npwu
nogknYeHnn K 6ecnnatHbiM (OTKPbITbIM)
Touykam Wi-Fi B kathe, TpaHcnopTe, TOProBbiX
LeHTpax u 1.4.

03

® BBoguthk nHhopmMmauuio Ha cantax, ecnu

coefjMHeHne He 3awmneHo (HeT hitps &)



npasun
MHPOpPMaLLMOHHOMN
6esonacHocTH

BE3OMACHOCTb 3JIEKTPOHHOW MOYThI

HEOBXOOWUMO:

MNogknioynTe ABYXMaKTOPHYIO
ayTeHTMdnKauunio

Mcnonb3oBate MuHumymM 2 Tuna e-mail
anpecoB: 3aKpbIThIi (TONBKO ANA NPUBA3KK
YCTPOWCTE M CPEeACTB UX 3alUnThl) U
OTKPbITbIW (ANA Nepennckn, NognMcoK 1 T.4.)

WMcnonesoeate CINTAM-thbuneTpbl

X

rnaBHOE ynpaeneHue
Mo NPOTUBOLEUCTBUIO
KubeprnpecTynHocTu
KM MB], benapycu

HE PEKOMEHOYETCH:

PE‘EFMDOEETI:: Ha NMCeMa OT HEM3BECTHOI ¢
oTnpaenTend. CKopee BCero 310 cnam nau
MOLWEHHWMKK

OTKpblBaTh NOO0O3PUTENBHOE BNOXEHWE
K NUCbMY: CHa4yana no3sBoHUTe OTNPaBuTento
W y3HaWTe, 4TO 3TO 2a (hann

NCNONb30BAHUE NMPUTOXEHUIN, COLICETEM M MECCEH)XEPOB K@

YcTaHaBnuBaTh NPUNOXKEHUA TONBKO
n3 PlayMarket, AppStore unu ns
NPOBEPEHHBIX MCTOMHUKOB

O6pallaTe BHAMaHWe, K KaknM (OyHKUWAM
rajpkera NpMnoXKeHue sanpawnsaeT aocTyn

O6meHnBaTbCA COOOLEHUAMMY B COLICETHX U
MecCceHaXepax, TONbKO NONHOCTLIO
YNOCTOBEPUBLLMCH B NMUYHOCTH
coBecefHWKa, HE pearupys Ha
COMHWUTENbHbIE NPOCLOLI U NPeanoXeHus

SALLMTA OAHHbIX BAHKOBCKOW KAPTOYKMH

+ XpaHuTb B TallHE NUH-KOA KapTbl

+ lNpuKpbIBaTh NAO0HBIO KNaBWaTypy npu

BBOAE NHUH-KOOa

OdhopMuUTL OTAENBHYIO KapTy ANA
OHNaNH-NOKYNOK W HE AepXaTh Ha Hel
BonblKe CyMMbI

Mcnone3oearte yenyry «3-D Secures»
M AMMKUTEl H8 MBaKCHMManeHbIe Cy’MMbI
OHNanH-onepauni

CkpbiTe CVV-kog Ha kapTe (Tpex3HaYHbINn
HOMep Ha o6paTHOW CTOpOHE),
npeaBapuTensHO COXPaHuB ero

X

X

X

Pasmellate NepCoHanbHY U KOHTaKTHYHO
uHthopMaumio o ceGe B OTKPLITOM AOCTyMe

McnonbzoBath YKazaHue reonokaudumn
Ha hOoTO B NocTax

OTeedyaTb Ha OOWAHbLIE BhIpaXeHun
WM arpeccio B COUCETHX — Ny4lwe Hanuwure
06 3TOM agMUHUCTPATOPY pecypca

¥notpebnate HEHOPMATUBHYIO NEKCUKY
npw obLLeHnn

YcraHaBnueaTtb NPUNCXKEHWA C HU3KUM
pPEeNTUHIOM W OTPULATENBHLIMW OT3LIBAMU

06

XPaHWTb NUH-KOA BMECTE C KapTo4yKo# /
Ha KapTouke

Coobuwarb CVV-kog nnv oTnpasnaTth
ero goro

PacnpocTpaHsaTe CBOW NAcNOPTHbIE AaHHbIe
(MHbopMaumMIo NMYHOrO XapakTepa, Homep
MoOuneHoOro TenedoHa), NorMH 1 naponb
poctyna K cucteme «MHTepHeT-6aHKUHr»

CoobuwaTtb AaHHblE, NONYyYeHHble B BUAe
SMS-coobLeHunin, ceaHCoBbIe NApPonu, Kopg
aeTopuzauum, napone 3-D Secure 1 1.4.



